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SECURITY
1.0
Overview

1.1  General Overview
Use this function to maintain the security profile and population access given to users of the Student Appointment/Payroll system for your campus/division/department. 
Specific functionality includes:

· Assign a security profile to a new user.  
· Depending on the security profile assigned, you will also specify the population level(s) the user can access for certain functions or attributes.  For example, you will want to limit a user’s ability to create or view an appointment for a specific appointment major department within your division, or limit a user’s ability to modify or view the funding department assigned to an appointment, etc.
· A user can be assigned only one security profile.  

· Change a security profile for an existing user.  

· Add or delete the population level(s) that an existing user can access for certain functions or attributes.  For example, you may need to add another population level to a user’s access so they can create or view appointments for a certain appointment major department within your division, etc.  Or, you may need to delete a population level from a user, since they have transferred to a different division, and you do not want the user to add appointments for the department within your division they had access to, etc.
· Delete a security profile and related population authorizations for an existing user.

1.2   Prerequisites for Use of Function

1. Individuals must have a 3-character logon ID and password to the UWPC Student Appointment/Payroll System.  If not, Form UW1321 must be completed first – located at http://www.bussvc.wisc.edu/ecbs/adm-student-sys-req-uw1321.doc
2. Form UW1481 must be completed and processed.  This form is located at http://www.bussvc.wisc.edu/ecbs/adm-student-req-auth-sec-uw1481.doc   Detailed instructions on how to complete this form can be found at http://www.bussvc.wisc.edu/ecbs/adm-request-to-authorize-security-process.doc
1.3  Security Authorization Processes
All users requesting access to the UWPC Student Appointment/Payroll System must follow the steps outlined in the Security Authorization Request Process document located at http://www.bussvc.wisc.edu/ecbs/adm-security-authorization-process.doc 
You will be using the information provided on each user’s completed Authorization Request – Form UW1321 – to assign security access.  Since accessibility to the Student Appointment/Payroll System is controlled by a user’s security profile, it is also recommended you review this information at http://www.bussvc.wisc.edu/uwpc/security_profiles/ (all campuses except Madison); or http://www.bussvc.wisc.edu/ecbs/uwempl-campus-security-profiles.html (Madison only). 

2.0
How to Use the Function
2.1 Accessing the Function

1. Select Security from the navigation panel in the student appointment/payroll system, specifying SSN or Person ID.  Selecting Name will take you to the Person Search/Select screen.  From the Person Search/Select Screen, you need to highlight the person you want to add security for (if they exist), and then re-select the Security button from the navigation panel.  Use of Appt ID is not allowed.
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· The Security screen displays.  Person identifying information is displayed in the Person Header at the top of the screen.
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2.2 Assigning Security to a New User

1. Enter the Logon ID (3 character ID assigned by DoIT), and select the Profile ID and Description from the drop-down list – (you will only see profile ID’s for your campus in this list).
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· After selecting the profile ID, the remainder of the form opens for entry.  The specific population related attributes that belong to the profile you chose will display in the Population Auth Description column.  The first Population Auth Description will be highlighted and the cursor will be in the Major Dept column on the far right side of the form – for you to add population values for the selected Population Auth Description.
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2. For the selected Population Auth Description, enter the Major Dept value(s) you are authorizing the user to access, and select the ( Add button.  Valid population values may be campus, division, department, or sub-department for the campus to which the security profile belongs.  For example, a profile of A1 can only have UDDS populations that start with “A”.  One to many population values can be entered. 
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· Once added, the population values will move from the far right-hand Major Dept grid to the Major Dept grid on the left-hand side and a description will also be shown for the population values entered.  Should an incorrect value get added to the left side, simply place a checkmark in the box to the left of the Major Dept and select the Remove button.

3. Repeat step 3 for ALL Population Auth Descriptions by selecting the yellow arrow to the left of each Population Auth Description and entering population value(s) you are authorizing the user to access.  At least one population value must be entered for each displayed Population Auth Description.
Population values are pre-determined for specific population auth descriptions.  If you have been authorized to assign security for only one population value (example A03), the population values for Workstudy Awarding Institution, Control Table Owner, UDDS Batch Load Error Report and I-9 View Only (if attributes of the profile being assigned) will display when selected. 
The population value may be required to be at a certain level for specific Population Auth Descriptions.  Your population entries may be “trimmed” if they are entered at a level greater than what is required.  To review valid entry levels for the specific population auth descriptions, go to your campus’s Security Profile document - http://www.bussvc.wisc.edu/uwpc/security_profiles/ (all campuses except Madison); or http://www.bussvc.wisc.edu/ecbs/uwempl-campus-security-profiles.html (Madison only).  

An example of a non-Madison campus profile might show the following:

· Appt Major Department  (UDDS, any level) – Hxxxxxx.  The “xxxxxx” means entry can be at any valid level (campus/division,department or sub-department).
· Control Table Owner – H.  This means entry can only be at the campus level.

An example of a Madison campus profile might show the following:

· Appt Major Department  (UDDS, any level) – Axxxxxx.  The “xxxxxx” means entry can be at any valid level (campus/division,department or sub-department).

· Control Table Owner – Axx.  This means entry can only be at the division level.

· Major Dept entry errors:

	Error Message
	Action 

	Is not valid
	The UDDS entered is not a valid organizational unit.  Enter the correct UDDS and re-add.

	Access is not authorized for this value
	You attempted to add or remove a UDDS for which you do not have security authorization.  Check your entry or have your security population authorizations reviewed/updated.  If necessary, complete and send in Form UW1481 – located at http://www.bussvc.wisc.edu/ecbs/adm-student-req-auth-sec-uw1481.doc .


· If you forget to enter a population value for any of the displayed population auth descriptions and attempt to navigate from the form, an appropriate alert will appear:
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· After selecting OK, you will be taken to the appropriate population auth description to enter a valid population value.
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Changes are not saved until you exit this screen by selecting a function from the Navigation panel.
2.3 Modifying an Existing User’s Population Authorizations
2.3.1 Adding Population Authorizations 
1. Select the Population Auth Description you wish to add values to by selecting the yellow to the left of the description.

2. Enter the new population values in the far right-hand Major Dept grid and select the 

( Add button.
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· Once added, the entries will move from the far right-hand Major Dept grid to the Major Dept grid on the left-hand side and a description will also be shown for the populations entered.  
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2.3.2 Deleting Population Authorizations
1. Select the Population Auth Description you wish to delete a population value from by selecting the yellow arrow to the left of the description.

2. Place a checkmark in the box to the left of the Major Dept you wish to delete from the user’s population authorization, and select the Remove button.  The value(s) checked will be removed from the grid.
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· Major Dept errors:

	Error Message
	Action 

	Is not valid
	The UDDS you attempted to add is not a valid organizational unit.  Enter the correct UDDS and re-add.

	Access is not authorized for this value
	You attempted to add or remove a UDDS for which you do not have security authorization.  Check your entry or have your security population authorizations reviewed/updated.  If necessary, complete and send in Form UW1481 – located at http://www.bussvc.wisc.edu/ecbs/adm-student-req-auth-sec-uw1481.doc .
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2.4 Modifying an Existing User’s Security Profile

1. Select the Profile ID and Description from the drop-down list that you want to re-assign to the user – (you will only see profile ID’s for your campus in this list).

[image: image11.png][Eiuniversity of Wisconsin Processing Center - UWT1

Name [FSH, STEVE

ety of s ocsng et | ooy FEFETEBRET personi | 82088 Ervoled At |
Seninghe Lhhessty o Wscondn Sysem

sutert | o

Person

19 Selective Service

Logon 0 [FisH Profile ID and Description

New Appoirtment

appointment

PaleE

Dedlctirs, Chicto  PopuldB2 - Financial Aid Offce
Select  Des{B2a - Financial 41T

]

3 -Supervisors
o4 - Miwauiez Cooranator |
s - iwauies JT Coorantor
5 - Miwates TC Coorantor
o7 - iwauez M Py Coornstor
< [cortrt Table Gviner 3

@ [ppointment

i proceesin
oo
Reports

@ [Funcing bepq]

-9 Employme]

Hiie (i),

I Delets Securty Profie for User

Major Dept

Time Entry

Remave

436 Tine Entry
Py o o)

> [200s - Baten Enor Report d
& Frirctudy awarangneia = | L~

Securty.

e ] ) e e ) ) ) )

2 Y E 53N CPersoniD ApptD  C Name  [362348889

ain | print [ ciear | ext

Sstart|| (A @ 5 © || [Tinbox- .| Bsecurty .. | Elstucent

uwecee... | Biseaurty ... [ Eunivers

~=lolx|

Spocumen...| [ @GIQBEA  s27m





· Once the profile has changed, the Population Auth Descriptions may also change to reflect the new population-related attributes that belong to the profile you chose.  

2. Select each Population Authorization Description to verify the population(s) assigned are appropriate, and add or remove values as necessary from each description.
· Major Dept errors:

	Error Message
	Action 

	Is not valid
	The UDDS you attempted to add is not a valid organizational unit.  Enter the correct UDDS and re-add.

	Access is not authorized for this value
	You attempted to add or remove a UDDS for which you do not have security authorization.  Check your entry or have your security population authorizations reviewed/updated.  If necessary, complete and send in Form UW1481 – located at http://www.bussvc.wisc.edu/ecbs/adm-student-req-auth-sec-uw1481.doc .
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2.5 Deleting a User’s Security Profile and Population Authorizations

1. Check the “Delete Security Profile for User” checkbox.
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· Once the checkbox has been checked, the profile and all population authorizations associated with it will be deleted for the user, and you are taken back to the Main Menu.

· Errors:

	Error Message
	Action 

	Access is not authorized for this action.
	You attempted to delete a user’s security profile for which you do not have security authorization.  Check the user’s security profile ID to verify it is for your campus, or have your security population authorizations reviewed/updated.  If necessary, complete and send in Form UW1481 – located at http://www.bussvc.wisc.edu/ecbs/adm-student-req-auth-sec-uw1481.doc .
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Changes are not saved until you exit this screen by selecting a function from the Navigation panel.
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Changes are not saved until you exit this screen by selecting a function from the Navigation panel.
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